
This edition of the Design Professional Newsletter is focused on information security including potential threats to your business, 
instructions on how to respond to a security incident or data breach, information on how your Design Professionals Liability 
insurance policy can assist, and expert tips for reducing your risk.

Technology permeates the work environment of the Design Professional with most firms using CAD, CAAD, BIM, or design 
software as part of their practice. Even if your design work is not done electronically, you are probably utilizing computers, 
software, and smart phones to communicate with clients, exchange project information, perform accounting, and otherwise 
manage your business.  Your company probably has a web page, you use an email address, and perhaps maintain accounts 
on social networking sites like LinkedIn or Facebook.

Design Professionals regularly use technology to access information of interest to cyber criminals including banking account 
numbers, employee data, and non-public business information. Additionally, most Design Professional firms are small 
businesses which may be targeted more often and ultimately be more vulnerable to information security incidents than large 
firms. The National Cyber Security Alliance estimates that nearly half of all small businesses have been the victim of cyber 
attacks and 71% of security breaches target small business.+  Further, cybersecurity experts reported an overall increase in 
data breaches, malware, ransomware, spear-phishing campaigns against employees, and smartphone attacks for 2015*.

Sometimes a small business can be the weak link that allows cyber criminals to infiltrate a larger organization. For example, the 
2013 Target breach involved the compromise of credit card and personal information from more than 100 million customers 
over a three week period when criminals infiltrated Target’s corporate computer network and installed malware on payment 
card readers at store check outs. It is believed that the attack on Target occurred after refrigeration vendor Fazio Mechanical 
was targeted by a spear-phishing e-mail which allowed the attackers to obtain the vendor’s credentials to the Target network. 
Fazio Mechanical had access to a Target system for electronic billing, contract submission, and project management purposes. 
To date Target spent more than $200M responding to the breach. For these reasons, it is important to recognize information 
security threats and be prepared to take action if necessary.

+  National Cyber Security Alliance, 3 reasons hackers love your small business (infographic) retrieved from  https://staysafeonline.org/business-safe-online/
resources/3-reasons-hackers-love-your-small-business-infographic 

*Symantec, Internet Security Threat Report, Vol.21, April 2016  
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What is an Information Security Incident?

A suspected, attempted, imminent, or successful 
adverse event that poses a threat to a computer or 
network. Security incidents can arise from intentional 
or negligent acts, inside or outside of the organization.

What is a Cyber Attack? 

Any type of offensive maneuver that targets computer 
information systems, networks, or devices for malicious 
activity.

What types of technology and equipment are 
vulnerable to Security Incidents or  
Cyber Attacks? 

Hardware including desktop computers, laptop 
computers, routers, modems, printers, USB/jump 
drives, external hard drives, memory cards, tablets, 
smart phones, and access control devices like authentication tokens; web enabled devices like building automation systems, 
security systems, appliances, smart televisions, smart cameras, video game systems, fitness trackers, and medical devices; 
software; and web pages.

What type of information might be sought in a Cyber Attack? 

Financial information, bank account and routing numbers, tax identification numbers, confidential business information, vendor 
lists, bids, client data, intellectual property, trade secrets, project deign, employee information, employee social security 
numbers, employee benefit account information, or employee health information. 

Who is engaged in Cyber Attacks?

Organized criminals, malicious individuals, and state-sponsored hackers from foreign countries. 

What is the purpose of a Cyber Attack?

The vast majority of cyber attacks appear to be financially motivated. Cyber attacks are also used as a form of espionage, 
whether spying on business competition, an enemy of the state, or obtaining information in order to further other criminal 
activity. However, some attackers merely seek notoriety or bragging rights for the ability to obtain unauthorized access into 
computer systems.

What kind of damage can come from a Security Incident or Cyber Attack?

Theft of funds or unauthorized fund transfer; hardware/software/network/data loss or damage to your company or to a third 
party; cost to replicate any data that was lost and not properly backed up; forensic investigation fees to determine the extent of 
the attack and whether a data breach occurred; attorney or consultant fees to determine whether any notification requirements 
apply; cost to comply with notification requirements which vary in each state; credit monitoring fees if personal information 
was compromised; fines; business interruption, lost productivity, and damage to reputation. Claims, lawsuits, or regulatory 
complaints could follow. Clients may allege breach of contract confidentiality provisions, negligence, project delay, and 
consequential damages. Individuals could make claims or sue for invasion of privacy, failure to protect personal information, 
or improper notice.
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What types of Cyber Attacks are common?

Denial of Service/Distributed Denial of Service attacks 
occur when hackers overload an organization’s server by 
sending high volumes of unwanted data or traffic on the 
network through multiple requests. Distributed attacks 
involve a larger network or botnet. 

Insider threats come from within an organization including 
employees, former employees, contractors, and business 
associates who may attempt to use knowledge of sensitive 
information. Insider threats can be intentional due to ulterior 
motives for revenge or financial gain, but they can also be 
unintentional, like inadvertently installing a corrupted flash 
drive on a company computer.

Malware attacks include viruses, worms, and spyware 
used to disrupt a computer, gain improper access to a 
system, obtain sensitive information, or display unwanted 
advertising.  Malware can be delivered by e-mail, download, 
flash drive and other methods. 

Man in the middle attacks occur when communications 
between two parties or systems are intercepted.  Attackers 
can eavesdrop to obtain the information they seek or trick 
either party into believing that are engaged in a legitimate 
communication. Financial transactions can be particularly 
vulnerable.

Phishing is the use of fraudulent emails and copies of 
legitimate websites that improperly attempt to obtain 
financial or confidential information from a user. The term 
derives from “spear phishing” because this type of attack is 
often tailored to a specific individual or organization. Phishing 
emails may look legitimate but often contain a link to a fake 
website. Many phishing attacks deliver ransomware once 
the message is opened or clicked on. Phishing attacks are 
common and some experts believe that most individuals 
and organizations will receive a phishing attack in the 
coming year. Note that antivirus software and spam/email 
filtering does not stop all phishing attacks so that changes 
to user behavior is necessary to address this threat.
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Ransomware is malware that encrypts or locks data to 
prevent the computer or system from being used until a 
monetary ransom is paid. Ransomware often arrives via an 
e-mail that appears legitimate, but once it is opened, the 
machine becomes infected and can affect other computers 
on the same network. Newer forms of ransomware occur 
when attackers seed legitimate websites with malicious 
code that take advantage of software glitches on a user’s 
computer. Often the ransom is a nominal amount in 
comparison to the threat, but the FBI does not recommend 
paying ransom as it encourages this type of attack.  Further, 
victims might receive a decryption key after payment and 
there is no guarantee that the attackers did not already copy 
the data. Federal law enforcement encourages the report 
of such incidents. For additional information, see the FBI’s 
Internet Crime Complaint Center at www.ic3.gov.

Social engineering involves psychological manipulation in 
an attempt to obtain confidential information or motivate a 
legitimate user to perform an action to advance an attacker’s 
scheme. Social engineering exploits human vulnerabilities 
rather than gaps in a computer system or software.  
Often the goal is to trick people into revealing passwords.  
Messages may attempt to establish trust and pique curiosity 
by containing a link or download that appears to come from 
a trusted source. A pretexting attack involves a fabricated 
backstory in an attempt to manipulate a target.

Web application attacks like SQL Injection which is a code 
injection technique used to attack websites by exploiting a 
security vulnerability in an application’s software. Retailers 
receive more of these attacks than other web applications, 
but all web pages are potential targets for attackers looking 
to steal customer information or other data.



Cyber Bulletin: Recommendations 
5 Tips for Protecting Your Small Business from Cyber Attacks
by Melissa Ventrone, Esq.

Why do hackers target small businesses?

Many small businesses erroneously believe they are not at risk of a cyber-attack because they “do not collect that much 
information”, or “they are too small to be a target”, or “they do not have anything worth stealing”. However, this could not be 
further from the truth.  Small businesses are at a higher risk of a cyber-attack because they are considered an easy target that 
require little time to compromise and provide a larger return on investment from a hacking perspective.  In other words, small 
businesses have digital assets and less security infrastructure than larger enterprises and take little to no time for a hacker to 
compromise. Why spend days trying to hack a very large retailer when you can hack a small business in a matter of minutes? 

Common attack vectors for cyber attacks:

While the compromise of a system can occur a 
variety of different ways, the goal of a cyber attack 
is the same: steal and exploit sensitive data or 
disrupt the organization’s system. Often, hackers 
are in organizations for months before being caught. 
The attack can occur in a variety of ways, including 
a compromise of a user’s credentials that are then 
used to access the system; an inside attack where 
an employee misuses his or her credentials to 
gain access to confidential company information; 
malicious software or malware that causes damage 
to the system (such as ransomware) or provides the 
hacker with access to the system; a compromise of 
a weak password, a phishing attack that tricks the 
recipient into providing their system credentials, and 
many others.

There are many steps businesses can take to protect 
their networks, systems, and data, but many small businesses fail to take the smallest step to protect their systems. However, 
some of the below are easy to implement and cost little to no money.

1. Install updates and security patches in a timely manner.

 Hackers constantly scour the web looking for systems that have unpatched vulnerabilities. The longer the 
vulnerability exists, the more likely it will be exploited by a hacker. Keep your systems up to date, pay attention to 
any warnings or alerts, and train your employees to do so as well. 

2. Manage your vendors.

 Many small businesses outsource a significant portion of their IT infrastructure or services to a third-party vendor. 
Conduct a due diligence analysis of the vendor, make sure they have written security policies in place (you would 
be surprised how many do not), ask for the results of any security assessment, ensure your contract requires 
the vendor to carry cyber insurance and indemnify you in the event of a breach, and if the vendor accesses your 
system remotely, ensure dual factor authentication is utilized every single time. 

3. Limit access to data and systems.

 Small businesses have a tendency to allow everyone in the organization to access any system or data the 
organization may collect, use, or maintain. They allow employees to access systems from remote locations, or 
share administrative credentials with several individuals. If you do nothing else, limit access to only those who truly 
need the data or access to the system. If the hacker compromises an employee’s credentials and the employee 
has access to only a portion of your network, then the hacker will be prohibited from accessing other areas of your 
network. And always use dual factor authentication when accessing the system remotely.



4. Educate your employees.

 Your employees are your first line of defense against a cyber attack and will be the ones most likely on the receiving 
end of a phishing scam or other attack. Continuously train your employees on the most common ways hackers 
can infiltrate your systems, teach them to recognize signs of a breach, and make sure they understand how such 
a breach could impact your organization (and their paycheck!). 

5. Consider cyber insurance. 

 Small businesses generally operate on a very lean profit margin, and are unable to financially survive a data 
breach. The costs of a computer forensic company to conduct an investigation can be well over $50,000. This 
figure, when coupled with costs to notify individuals, credit monitoring, crisis communication, and legal fees - the 
bills can exceed $100,000. Cyber insurance can not only assist with these costs, it can also put you in touch with 
experts, such as lawyers or computer forensics, who can assist you.

The above recommendations will not guarantee that you will never be hacked and information compromised, implementing 
them can go a long way in minimizing your risk. Additional information can be found on the Thompson Coburn Cyber Security 
blog at http://twitter.com/CyberBitsBytes.

This article is for general informational purposes only, does not create an attorney-client relationship between the reader and 
the author, and is not meant to provide legal advice.

© Thompson Coburn LLP Article used with permission. All rights reserved.

About the author:

Melissa Ventrone is a Certified Information Privacy Professional and Partner at Thompson Coburn LLP. Melissa and her team work around the clock to 
control breach situations and manage any public or regulatory fallout. When not in urgent response mode, Melissa represents her clients in cybersecurity 
litigation and proactively managing data privacy and security risks. Melissa is a Marine Corps Reserve veteran with 21 years of distinguished service.

•	 Limits	up	to	$5	million	per	claim/$5	million	
aggregate	

•	 Billings	up	to	$25	million	

•	 Low	minimum	premiums	

•	 Coverage	includes	professional	liability,	pollution	
incident	and	network	and	information	security	
breach	

•	 Personal	injury	includes	unintentional	
infringement	of	copyright	or	patent	

•	 Pre-claims	assistance	included	

•	 Early	resolution	deductible	credit	up	to	75%	

•	 Public	relations	crisis	expense	reimbursement	

•	 Insured	reimbursement	for	a	security	incident	

•	 No	hammer	clause	

•	 True	worldwide	coverage	

•	 Direct	Bill	payment	options

Visit	www.GAIG.com/PLD	to	get	started!

DPL Program Highlights
Great	American’s	Design	Professionals	Liability	product	provides	expansive,	specialized	coverage	for	
architects,	engineers	and	consultants.	Featuring	a	broad	definition	of	professional	services,	highlights	include:
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•	 Develop		a	response	plan	to	address	any	
security incident or cyber attack.

•	 Determine	which	people	inside	your	
organization will have notice and be involved 
in the investigation and response.

•	 Identify	key	external	players	that	may	need	
to be involved including vendors if any IT 
functions are outsourced.

•	 Respond	quickly	once	a	threat	has	been	
detected.

•	 Power	down,	unplug,	and	disconnect	the	
ethernet cable for any devices involved.

•	 Preserve	evidence.

•	 Notify	your	insurance	agent	as	soon	as	
possible.

•	 Report	the	matter	to	any	insurance	carrier	
that might provide coverage.  Coverage may be possible under your cyber, general liability, directors & officers, or 
business owners policies in addition to your professional liability policy.

•	 Consider	retaining	experts	to	assist	with	investigation	and	notification.

•	 Be	careful	in	communicating	the	circumstance	with	unnecessary	parties	while	the	investigation	is	ongoing.

•	 In	the	event	that	disclosure	and	notice	is	required	or	appropriate,	ensure	compliance	with	all	applicable	state	and	
federal laws. 

Cyber Bulletin: Insurance
Your Great American Design Professionals Liability Insurance Policy provides coverage for Claims made by others due to a 
Network and Information Security Breach by the Insured or by any person or entity for whom the Insured is legally responsible, 
subject to notice, the Retroactive Date, and prior knowledge limitations contained in Section I. Insuring Agreement. 

The Policy defines the terms “Network and Information Security Breach” and “Security Incident” in Section II. of the Policy.  

L. “Network and Information Security Breach” means:

(1) the failure to prevent the transmission of a computer virus, worms, or any other malicious code; 

(2) the failure to provide any authorized user the access to the Named Insured computer,     
communication network or website; or

(3) the failure to prevent unauthorized access to, or use of, data resulting in:

(a) the destruction, deletion or corruption of electronic data on a computer system;

(b) the data breach from a computer system;

(c) the denial of service attacks against an internet site or computers; or 

(d) Personal Injury.

X. “Security Incident” means unauthorized access to, or use of, data containing private or confidential information in 
which results in the violation of any privacy regulation. 
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Note that Network and Information Security Breaches that arise from expected or intended failure, internet service disruption, 
or failure to install software updates are excluded under Section III. H. of the Policy. Additionally, there is no coverage for fines 
or penalties related to a Network and Information Security Breach pursuant to Exclusion I.

Your Great American Design Professionals Liability Insurance Policy provides certain Supplementary Payments not subject to 
the Deducible that may be useful even if a Claim is not made against the Insured. We will reimburse up to $10,000 per Security 
Incident/$20,000 for multiple Security Incidents for fees and expenses from cyber forensic analysts, attorneys, or consultants 
to determine the extent of the Security Incident and to comply with privacy laws requiring notification and credit monitoring 
services to individuals when their personal information has been compromised by the Security Incident. Higher limits for 
Security Incident coverage can be purchased by endorsement to provide reimbursement up to $25,000 per Security Incident/ 
$50,000 for multiple Security Incidents.

In the event that a disciplinary or regulatory action is filed against the Insured, we provide reimbursement up to $10,000 for 
reasonable defense costs to respond to the Disciplinary Action/$20,000 limit for multiple Disciplinary Actions. We will also 
reimburse reasonable Public Relations Consulting Firm fees up to $10,000 to address a Public Relations Crisis arising out of a 
Network and Information Security Breach/($20,000 limit for multiple PR Crises.

We suggest that you report a Network and Information Security Breach or Security Incident to Great American immediately 
upon notice so that we can determine if our coverage applies. Once coverage is confirmed, we will connect you with our 
preferred vendor and subject matter expert, Melissa Ventrone and the law firm of Thompson Coburn LLP, who maintains 
relationships with multiple computer forensic investigators and can make a recommendation tailored to your situation.

Despite all of the benefits provided by your Great American Design Professionals Liability Insurance Policy, there are many 
potential damages and expenses arising out of a cyber attack that will not be covered including your lost income, the cost 
to restore or replace your equipment or data, ransom fees to pay cyber extortion, fines, penalties, reimbursement of your 
misappropriated funds, business impersonation, remediation costs, expense to upgrade equipment or software to prevent 
future attacks, and claims by your employees or other “Insureds” under the Policy. Contact your insurance agent or broker 
for more information regarding additional insurance products that may be available to offset some of these risks that are not 
covered by your Professional Liability policy.
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The Numbers Tell The Story

There are over 3,000 property and casualty insurance companies in the United States.

Only 50 are included on the Ward’s 50 List for safety, consistency and performance.

Only 5 have been rated “A” or better by A.M. Best for over 100 years.

Only 2 are on both lists. 

Great American Insurance Company is 1 of the two.

We are proud of our “A+” (Superior) A.M. Best rating and thank you for the trust you have placed in us to insure your most 
important specialty accounts.

*A.M. Best rating affirmed May 12, 2016

A Company You Can Count On

Great American Insurance Group’s roots go back to 
1872 with the founding of its flagship company, Great 
American Insurance Company. Based in Cincinnati, Ohio, 
the operations of Great American Insurance Group are 
engaged primarily in property and casualty insurance, 
focusing on specialty commercial products for businesses, 
and in the sale of traditional fixed and indexed annuities.

Great American Insurance Company is currently rated “A+” 
(Superior) by A.M. Best, and has received an  
“A” (Excellent) or higher rating from the A.M. Best Company 
for more than 100 years.* The members of Great American 
Insurance Group are subsidiaries of American Financial 
Group, Inc. AFG’s common stock is listed and traded on 
the New York Stock Exchange under the symbol AFG.

The information presented in this publication is intended to provide guidance and is not intended as a legal interpretation of any federal, state or local laws, rules or regulations applicable to your business. The 
loss prevention information provided is intended only to assist policyholders in the management of potential loss producing conditions involving their premises and/or operations based on generally accepted safe 
practices. In providing such information, Great American does not warrant that all potential hazards or conditions have been evaluated or can be controlled. It is not intended as an offer to write insurance for such 
conditions or exposures. The liability of Great American Insurance Company and its affiliated insurers is limited to the terms, limits and conditions of the insurance policies underwritten by any of them.

Great American Insurance Group, 301 E. Fourth St., Cincinnati, OH 45202. Coverage description is summarized. Refer to the actual policy for a full description of applicable terms, conditions, limits and exclusions. 
Policies are underwritten by Great American Insurance Company and Great American Assurance Company, authorized insurers in all 50 states and DC. The Great American Insurance Group eagle logo and the 
word marks Great American® and Great American Insurance Group® are registered service marks of Great American Insurance Company. © 2017 Great American Insurance Company. All rights reserved.  
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